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What are we going to cover?

➔ Common Misconfigurations In Cloud
➔ Defensive Techniques To Secure Cloud Infrastructure
➔ What Are “Honeypots”?
➔ How HoneyPots Can Be Helpful?
➔ Different Implementation Techniques
➔ Demo
➔ QnA?



Common Misconfigurations In Cloud

➔ EC2 Instance Misconfiguration
➔ S3 Misconfiguration
➔ Misconfigured Security Groups
➔ Bad AWS IAM Policies



EC2 Instance Misconfiguration

➔ Public Snapshots
➔ Vulnerable Web Apps Hosted on EC2 leading to SSRF
➔ Firewall Misconfiguration

Common Misconfigurations In Cloud



Examples



S3 Misconfiguration

https://hackerone.com/reports/998981 
https://hackerone.com/reports/764243 
https://blog.detectify.com/2017/07/13/aws-s3-misconfiguration-explained-fix/ 
https://labs.detectify.com/2017/07/13/a-deep-dive-into-aws-s3-access-controls-taking-full-control-over-your-assets/

Common Misconfigurations In Cloud

➔ Defining “Full Control” access to Authenticated AWS Users.
➔ Enabling “write” access to “Everyone” group.
➔ Misconfiguring object and bucket ACLs.
➔ And many more...

https://hackerone.com/reports/998981
https://hackerone.com/reports/764243
https://blog.detectify.com/2017/07/13/aws-s3-misconfiguration-explained-fix/
https://labs.detectify.com/2017/07/13/a-deep-dive-into-aws-s3-access-controls-taking-full-control-over-your-assets/?utm_source=blog&utm_campaign=s3_buckets


Misconfigured Security Groups
Common Misconfigurations In Cloud

➔ Security Groups are the virtual firewall for your AWS resources. It 
defines what comes in and what goes out.

➔ Over-exposure of your AWS resources.
➔ Exposing to all interfaces.
➔ If it works, don’t touch it.

Source: Google



Bad IAM Policies
Common Misconfigurations In Cloud

➔ IAM policies are the objects when associated with the object, defines 
their permissions.

https://kloudle.com/blog/iam-bad-privilege-escalation-using-misconfigured-policies-in-aws-iam-webinar 

https://kloudle.com/blog/iam-bad-privilege-escalation-using-misconfigured-policies-in-aws-iam-webinar


Common Misconfigurations In Cloud

Defence Against



Source: NotSoSecure



EC2 Instance Misconfiguration

➔ Keep a close look on the resources you own and what you make public
➔ Use IDMSv2 or Deny access to Metadata service
➔ Only allow the least that is required

Defense Against Common Misconfigurations In Cloud

https://blog.appsecco.com/server-side-request-forgery-ssrf-and-aws-ec2-instances-after-instance-meta-data-service-version-38fc1ba1a28a 
https://summitroute.com/blog/2017/08/13/defensive_options_when_using_aws_iam_roles/ 

https://blog.appsecco.com/server-side-request-forgery-ssrf-and-aws-ec2-instances-after-instance-meta-data-service-version-38fc1ba1a28a
https://summitroute.com/blog/2017/08/13/defensive_options_when_using_aws_iam_roles/


S3 Misconfiguration

https://medium.com/geekculture/defending-in-depth-s3-buckets-66883620ea4c 

➔ Define the least privileged access to the bucket and review those 
permissions on a regular basis across all buckets.

➔ Enable Encryption
➔ Enable Bucket Versioning
➔ Enable “Block Public Access” for buckets that should never be public
➔ Ensure the logging access is enabled to track access requests

Defense Against Common Misconfigurations In Cloud

https://medium.com/geekculture/defending-in-depth-s3-buckets-66883620ea4c


Misconfigured Security Groups
Defense Against Common Misconfigurations In Cloud

➔ Limit the ingress and egress rules
➔ Remove unused security groups



Bad IAM Policies
➔ Restrict access based on Condition Keys like SourceIp, SourceVpc, 

etc.
➔ Limit the AWS privileges granted

Defense Against Common Misconfigurations In Cloud

https://summitroute.com/blog/2017/08/13/defensive_options_when_using_aws_iam_roles/ 

https://summitroute.com/blog/2017/08/13/defensive_options_when_using_aws_iam_roles/


Defense Against Common Misconfigurations In Cloud

AWS Services for Security
➔ GuardDuty
➔ Inspector
➔ Macie

GuardDuty

Inspector



Out Of The Box Security Strategies

Before getting into that - let’s understand what are HoneyPots?



What are HoneyPots?

“
Honeypots are decoy systems or servers deployed alongside 
production systems within your network. When deployed as enticing 
targets for attackers, honeypots can add security monitoring 
opportunities for blue teams and misdirect the adversary from their 
true target.

Source: Rapid7

https://www.rapid7.com/fundamentals/honeypots/#:~:text=Honeypots%20are%20decoy%20systems%20or,adversary%20from%20their%20true%20target.


How can HoneyPots be helpful?

➔ They break the attacker kill chain and slow attackers down.
➔ They are straightforward and low-maintenance
➔ They help you test your incident response processes



Out Of The Box Security Strategies

➔ HoneyPots have been seen to have high benefits in the on-prem 
infrastructure, so why not implement those on the cloud.

➔ Fo doing so, we have different strategies that we can implement.
➔ Deployment of honeypots is highly based on creativity and 

requirement.
➔ But more than that it is based on constant logging and monitoring.



Demo





Questions?
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