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• Leads Research & Consulting at RedHunt Labs

• Dabbles in Web, Cloud & Supply Chain Security

• Speaker/Trainer: BlackHat, x33fcon, c0c0n, etc.

@0xCardinal on social platforms 

https://kumarashwin.com

https://kumarashwin.com/


What’s on the Menu?

What are Dangling Commits?

Why is this a Security Risk?

Analyzing the Impact

Large-Scale Data Insights

Fixing & Preventing the Issue

Ending Notes
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You know git, 
right?

& git commits?

Hidden In Plain Sight | Large-Scale Exposure of Orphaned Commits on Major Git Platforms @ nullcon 2025 4

https://xkcd.com/1296/

https://xkcd.com/1296


How many of you have pushed sensitive data to a git 
repository?
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How many of you have used git?

How many of you have made commits to a git 
repository?

How many of you have memorized the git commands?

https://xkcd.com/1597/

https://xkcd.com/1597/
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How to Delete Git Commits? 
Consensus is…
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https://stackoverflow.com/questions/1338728/how-do-i-delete-a-
commit-from-a-branch

https://articles.assembla.com/en/articles/2941346-how-to-delete-commits-
from-a-branch-in-git

https://graphite.dev/gui
des/how-to-delete-a-git-
commit



What if I told you that deleted commits don’t always 
disappear?
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Don’t believe me, look for yourself…
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What is a Dangling Commit?

• A commit that exists but is not connected to any branch.

• Git doesn’t delete it immediately—it keeps it… just in case.
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Dangling Commits 
Across Platforms
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Why Is a Dangling Commit an Issue?

• When you remove something, you don’t want it there...

• Maybe a mistake, or just cleaning things up.

• Or… you’re trying to hide something? 

But Git doesn’t forget – and dangling commits can be a gold mine of secrets.
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Mind if I delete 
my git history?



We reached out to Git platforms 
about this issue. 

They have no plans to fix it but 
shared guidance on manual removal.
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/removing-sensitive-data-
from-a-repository 



Cool, we have a solution now, let’s try that!
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P.S. - BFG Repo-Cleaner can also be used.
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How do we remove the dangling commit then?

 Option 1: Contact GitHub Support

 Submit a request and hope for the best!

 Option 2: Delete the Repository

 If it’s gone, it’s gone… right? (Maybe… )

 Option 3: Make the Repository Private

 Out of sight, out of mind?
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Why GitHub? Understanding Our Dataset
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https://research.redhuntlabs.com

Sample Data Timeline

~ 5 years

All insights are drawn specifically 
from GitHub commit events.



GitHub Events
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https://api.github.com/repos/4o4-research/hello-again-nullcon/events

The dangling commit IDs can be 
enumerated from the GitHub Events API – 

• Repository Events

• User Events

• Public Events



Let’s Talk Patterns – Key Observations

• Force push is often used to hide these events.

• Push events with no commits are a strong indicator.

• But… not all matching patterns are dangling commits!

• Such an event occurs during multiple git actions -

• Force Push with No New Commits

• Branch Deletion

• Tag Creation or Deletion

• Empty Push

• Repository Initialization with No Files

• Protected Branch with Push Rejected

• Merge a Pull Request?
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How Do We Filter the Noise?

• We analysed GitHub’s branch_commits endpoint.

• If a commit isn’t linked to any branch → It’s dangling!

• This is the same method GitHub uses internally.
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https://github.com/USER/REPO/branch_commits/COMMIT_ID



The Missing Ingredient: Lots of 
GitHub Events

• GitHub only retains event history for 30 days

• To truly measure the impact, we need long-term data 

• We needed more than just 30 days… we needed 1500+ days as our sample data.

• At RedHunt Labs, we have maintained a historical dataset of commits spanning 10+ years and this data became invaluable 
in uncovering the real scope of dangling commits.
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Some Engineering …
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… and some Jugaad
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These were the ingredients chosen to create the perfect dangling commit detection at scale!
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GitHub Events Pattern 
Recognition

At-Scale 
Engineering
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We uncovered the real impact of dangling commits! 
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~ 5,400,000,000
GitHub Commits
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~ 66,000,000
Dangling GitHub Commits
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~ 550,000
Secrets Found in Dangling 
Commits 
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???
What day of the week sees the 
most dangling commits?
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Friday
What day of the week sees the 
most dangling commits?
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snyk.io

Top Companies Responsible for the Most 
Dangling Commits

naver.com
qq.com
checkmarx.com
163.com
redhat.com
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Top Commit Messages for Dangling Commits

git commit –am “---” 

git commit –am “N/A” 

git commit –am “release: 4.0.0” 

git commit –am “auto pull” 

git commit –am “added chatgpt data”

git commit –am “test” 

git commit –am “Saving release notes” 
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Top Types of Secrets Found

Top Types of Secrets Found



The State of Dangling Commits & Secrets Exposure
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How Do We Avoid Creating Dangling Commits?

Technical Solution

Host Your Own Git Management System

• Provides full control over commit policies.

• Costly and complex to scale.

• Risk persists outside your controlled repositories – public, forks, repositories.

Automated Detection & Monitoring

• Use detection logic & scanners to flag issues.

• Monitor commit history for force-pushes and deletions.

Immediate Secret Rotation

• If a secret key is pushed, rotate it immediately to prevent exposure.
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How Do We Avoid Creating Dangling Commits?

 Human Factors & Awareness

Developer Awareness & Training

• Educate developers on the risks of dangling commits.

• Implement secure commit practices in workflows.

Encouraging Secure Commit Hygiene

• Adopt best practices in both open-source and enterprise projects.

• Enforce pre-commit hooks, signed commits, and branch protection policies.
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Thanks!
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@0xCardinal on social platforms https://kumarashwin.com

For any queries, reach out to research@redhuntlabs.com

https://kumarashwin.com/
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