
Hi There!



Story Time…

Bob





https://youtu.be/P8tSomKm_s4



What the heck happened?!
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What happened?



We’ve Seen This Before.

autorun.inf → .pth → AGENTS.md



The SDLC Drumbeat
Every developer follows a rhythm. 

Clone. Open. Set up. Code. Commit. Build. Review. Deploy.

CLONE OPEN SETUP CODE PUSH PR CI PROD



$ git clone

clone – helps in moving in. 

.npmrc 

looks like - project registry config

actually - redirects where your next 
npm install fetches from

AGENTS.md

looks like - contributor docs

actually - instructions your AI agent 
will read as its own



$ code .

Opening the folder – can run the program.

• VS Code task → on folder open

• JetBrains sync → runs build.gradle

• editor config → redirects your linter, formatter, 

interpreter



$ claude <path>

The agent doesn’t run a program. It reads a sentence.

• CLAUDE.md
• AGENTS.md
• .cursor/rules

→ loaded as orders, no prompt.



Setup Your Project
Nobody stops at a trusted folder. 

The next thing every developer does is “set up the project.”

How do you set up? 
- Install dependencies

- Run existing tests

- Follow the setup guide

- Set environment variables

- Run Linters

- Start the dev server / build it

Or you don’t do any of it. 
You tell the agent: 

“set up the project.”



Setup Your Project

Language Setup Primitive
Installing…
Importing…

pip install .   →      runs setup.py

import requests   →      runs __init__.py

npm install   →      runs postinstall

cd project/         →      runs .envrc

.pth · sitecustomize.py  → runs on every python

~/.gitconfig · pip.conf → redirects every push & install



Presenting 
lote.guide
Python
Node
Bun
PHP
…



Why this matters?

https://github.com/BerriAI/litellm/issues/24512

https://docs.litellm.ai/blog/security-incident-oct-21-2026



<Code>?!
Setup is done, now you write the code
Except you don’t. 
You describe what you want, and the agent writes it.

It invents names that are for sale. To fill a gap, the model writes a plausible name – 
a domain, a bucket, a package.

fetch("https://""cdn.example-pricing-demo.com/config.json")
pip install internal-auth-utils



Presenting 
cot.run
Understand what 
your agents are 
doing to understand 
about supply chain 
attacks. 



$ git commit && git push

You did git commit and their malicious code ran first.

.githooks/pre-commit          ← in the repo, right there in the diff

~/.gitconfig                   ← one line turns it on, nobody diffs this

   [core] hooksPath = ~/.githooks   (written during setup)



CI Workflows & Pull Requests
They open a PR. Your CI runs it - with your secrets.

A fork’s code, its branch name, its PR title - all become input your pipeline executes, 
holding a write token and your keys.

pull_request_target    → runs fork code WITH secrets

${{ pr.title }} → run:   → their text becomes your command

$GITHUB_ENV / $PATH     → their input rewrites later steps

self-hosted runner      → their job lands on your box



Presenting
actsense.dev
open-source workflow auditor 
self-hosted



It Shipped!
CLONE OPEN SETUP CODE PUSH PR CI PROD



Initial Access, how?

https://kumarashwin.com/events/the-breach-is-over-
the-exposure-is-not-defcon-recon-village-2026



Final note!
• Not one of these is a bug. Each is a feature.
• The repo is input. The agent is input. The PR title is input.

And input runs.
• autorun.inf → .pth → AGENTS.md — same primitive, thirty years 

apart.
• We keep inventing new ways to run a stranger’s code on open.
• The attack surface isn’t your code. It’s everything that runs to get 

to your code.



Tools & Takeaways!

lote.guide actsense.dev cot.run



Thanks!
Kumar Ashwin (@0xCardinal)

linkedin.com/in/0xCardinal


