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Kumar Ashwin

Security Researcher {\) REOHUNT LAS3S

R. ATTACK. REPEAT

- Dabbles in Cloud, Supply Chain, Web 3, Al
Security

- Speaker/Trainer at BlackHat, DEF CON,
x33fcon, nullcon
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Thanks to the Contributors!

SHECENL ]

Engineering Manager, Security

LLMs (Claude/Codex)

Developer (lol)
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What s the story’? S
In the age of Al, why? Problems? Issues?

What is actsense? (btw — go visit actsense.dev)
~eatures + Demo!

How can your organization use it?

~uture Plans & Supporting Tools

Stick around & Ask Questions (to get fun stickers)!!!

actsense.dev
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* WHAT’S THE STORY?—

‘==

this is me

[R&

blg,ck hat
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~ In the age of Al, WHY?-RROBLEMS? IS 82

GitHub Action Workflows can have vulnerabilities!!!
Al is
Transitive workflow/dependency.
of Code Review Tools + GH Action (CI/CD) Context.

Al. Hallucination. Everything is in the probabilistic realm.

blgckhat'
actsense.dev ASIA 2026



PRESENTING actsense (v1.0.0) _ =~

~ .
> —

actsense - GitHub Actions Security Auditor Home GettingStarted Usage Vulnerabilities Contributors  Search... 0 pin.

actsense

Comprehensive security auditing for GitHub Actions workflows. Detect
vulnerabilities and exposures, analyze dependencies, and secure your
CI/CD pipelines.

$ docker run ——rm -p 8000:8000 ghcr.io/@xcardinal/actsense:latest [

actsense ch (¥

blg,ckhat‘
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= WHAT IS ac??sensg
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(btw'= go visit actsens ‘dev

Cl / CD Pipeline Security Platform
Currently, only serves
Detect ~70 vulnerability and exposure patterns

Automated Remediation

actsense.dev
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WHAT IS a&Sens@

(btw go visita

actsense

]

Write GitHub Action

Ingest & Parse Workflow

Actions + Reusable
Workflows

Dependency Graph

—

Resolve Dependencies

actsense.dev

/

Auto Remediation

Policy Engine

\

Docker-based Actions

Docker Inspection + Secret
Scan

Findings (70+ Rules)

e

~__|

Results Dashboard

blg,ckhat'
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- ‘ Search =K

s in GitHub Ac

Repository or Action

OxCardinal/actsense-vuln-lab-platform « §7 OxCardinal/actsens... -+ %{§} insecure-sup... a infosec-soup/a... actions/setup-...

Example: action 2ckout or mic

t GitHub Token (Recommended) infOsec-soup/... + @ docker://alpine...
actsense.dev

actions/check...

r. Create token

I h e P I at I o rm Clone repository (for private repos or to
"~ avoid rate limits) actions/check...

" node:18-bullse...

Create Secure Workflow

Statistics

blg,ckha‘l:
actsense.dev ASIA 2026
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Transitive Dependencies

> 3 ] step-security/github-actions-goat

v 3 W step-security/github-actions-goat

Features?

W step-security/github-action: Repository
i, actions/checkout@v3 Action

Secure Workflow Creator

Paste a GitHub Actions work 1 fix security issues

name: insecure-training-pipeline Security Analysis 36 issues
on:
workflow_dispatch:
inputs:
debug_enabled:
description: "Enable debug mode"
required: false
default: "false"
image_tag:
description: "Container tag to deploy”
required: false
default: "latest"
pull_request:
types: [opened, synchronize, reopened]
issue_comment:
types: [created]
push:
branches: o
- main
- develop

GIED

Move "${{ github.ref_name }}' to an environment variable to

LY alicious_curl_pip

Remove curl-pipe-to-bash pattern in|

Download the script, inspect it, then ¢ Securlty Issues

+ # REMOVED: run: | # CRITICAL:

permissions:

contents: write
pull-requests: write
checks: write
statuses: write
packages: write
actions: read
id-token: write

env:
Apply Fi
APP_NAME: demo-app

Secure Workflow

Analyze & View Grap|

depe

older_action_version

actsense.dev

“\ actions/checkout@v3

Apply Al Fixes (10) |

inconsistent_action_version

no_hash_pinning

141 O search | 5K

Node Details @ Share

. actions/checkout@v3

NAME

secret-in-build-log.ymil

TYPE

¥ baseline_checks.yml  Werkflow

Workflow

1-log.yml

actsense e

pp-security/github-actions-goat

$ docker run ——rm -p 8000:8000 ghcr.io/@xcardinal/actsense:latest [

Depends On This Node
¥ step-security/github-action: « secret-in-build-log.ymil n

step-security/github-aq

inconsistent_action_version

This Node Depends On

step-security/github-a{

« secret-in-build-log.yml a . Step-security/harden-runne

lons/check v
step-security/github-aq \‘ actionsfcheckout@v3

inconsistent_action_version

PRTargetWorkflow.ymi

URITY STATUS

PRTargetWorkflow.ymi 6 Issues Found

X

blg,ckhat
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- HOW CAN YOUR ORGANI

Security Audit
Platform

Developer
Tool

blg’ckhat“
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- USEIT?

Host it internally,

make it available for engineers to write
secure workflows

with approved
actions/dependencies/versions.

actsense.dev
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[ ]
pln. by actsense

TAGS LIE. DIGESTS DON'T.
& n

Turn any dependency into an immutable, pinned reference with a single lookup.

AUTO v nginx:1.27

nginx:1.27 ghcr.io/actions/actions—runner: latest

actions/checkout@v4 npm: lodash@4.17.21 pypi:requests==2.31.0

1ibrary/nginx: 1.27 from nginx:1,27 DOCKER
PIN
library/nginx@sha256:6784fb@834aa7dbbel2e3d7471e69c290df3e6bad10dc
38b34ae33d3clcO5f7d

> Raw response

Resolve «

gitlab-runner:v16.11.0

npm:@babel/core@7.24.0

CACHED

Copy

Resolved 19 Apr 2026, 08:24 Kind oci-digest Ref View on Docker Hub #  API| Upstream 7

= O #% OxCardinal / actsense

Code Issues 7 Pull requests  Agents Discussions

©® Q O Labels

sort:updated-desc is:issue is:open

Open 7 Closed © Open all Author ~

() Improve transitive dependencies detection and
risk analysis
#14 - ¥ oxCardinal opened on Mar 16 - Updated on Mar 16

() Add GitLab support
#13 - #% OxCardinal opened on Mar 16 - Updated on Mar 16

() Create Secure Workflows using Al
#12 - % OxCardinal opened on Mar 16 - Updated on Mar 16

() Create Attack Paths for each finding

#10 - ¥ 0xCardinal opened on Nov 25, 2025 - Updated
on Nov 25, 2025

() Create a GitHub Integration

#6 - % 0xCardinal opened on Nov 23, 2025 - Updated
on Nov 23, 2025

() Create a Vulnerable by Design Repository

#5 - % OxCardinal opened on Nov 23, 2025 - Updated
on Nov 23, 2025

() Incorporate LLM to Improve the results and
functionality

#4 - % OxCardinal opened on Nov 23, 2025 - Updated
on Nov 23, 2025

0/1

Actions

> Milestones

Labels

-

all@’” &

More ~

New issue

Projects ~ S

pin.actsense.dev

actsense.dev

blg,ckhat‘
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thank you! <3
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actsense.dev

1 github.com/0xCardinal/actsense
kumarashwin.com
krash.dev
linkedin.com/in/OxCardinal
x.com/0xCardinal a
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